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Federal Virtual Training Environment (FedVTE)

FedVTE Training Courses

Training approved in this document is based on the
exam objectives:

Activity name to use when uploading CEUs into a
certification record:

CEU Required Documentation

The certified professional must upload a certificate of
completion into their certification record as proof of
attendance.

e A+220-1001 and 220-1001
e Network+ N10-008

e Security+ SY0-601

e Linux+ XK0-004

e Cloud+ CV0-002

e PenTest+ PT0-002

e CySA+ CS0-003

e CASP+ CAS-004

Complete a Training Course

Completion Certificate

e Your name

e Name of the course

e Name of the training provider
e Date the course was completed
e Number of hours

Note: Approved training courses and webinars in this document are subject to change without prior notification.

Training submitted based on prior approval will remain valid.
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All training must be 1 hour in duration or more to be valid for CEUs.

Retired FedVTE courses will remain on the list for one year or more. Many individuals may have completed the
courses within their three-year renewal period prior to the courses expiring.

FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

AWARE Scoring Algorithm Details

Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
COM 141 Introduction to the CDM Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Agency Dashboard -
CDM 142 Asset Management with . . . . . . . .
the CDM Agency Dashboard Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
CDM 143 Vulnerability
Management with the CDM Agency  Valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Dashboard
CDM 210 — CDM Enabled Threat ; . : . . . . .
T (T o Valid Valid Valid Valid Valid Invalid  Invalid Invalid
CDM 220 = CDM and Federal Invalid Invalid Invalid Invalid Invalid Invalid  Invalid Invalid
Mandates
Cloud Security = What Leaders valid  Valid valid  valid Vvalid  Valid  Valid Invalid
Need to Know
Introc-luctlon to the AWARE Scoring Invalid Invalid Invalid Invalid Invalid Invalid  Invalid Invalid
Algorithm
LU Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Agency Dashboard
A Leader's Approach to Assessment . . . . . . . .
& Authorization (A&A) Valid Valid Valid Valid Valid Valid Valid Invalid
Micro Learn: AWARE 1.5 and the ES-
3 version of the CDM Agency Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Dashboard
Micro Learn: CDM Dz.ashboard Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Interface ES-5 Overview
Micro Learn: CDM PMO speaks . . . . . . . .
B el T e Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Micro Learn: CISA’s Binding
Operative Directive (BOD) 22-01 Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

and the Known Exploited
Vulnerabilities (KEV)

Micro Learn: Configuration Settings
Management (CSM) with the CDM Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Agency Dashboard

Micro Learn: CSM — Concepts of

. . Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Configuration
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Micro Learn: IdAM- Identity and
Access Management with the CDM  Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Agency Dashboard

Micro Learn: System Security

. Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Analyst Overview

Micro Learn: The CDM PMO speaks
about CDM Enabled Threat Hunting
(CETH) and the CDM Agency
Dashboard

Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Micro Learn: Understanding AWARE

1.5 and the CDM Agency Dashboard Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Professors in Practice — Cyber
Threat Intelligence: Practical
Applications and Impact of
Information Sharing

Valid Valid Valid Valid Valid Invalid Invalid Invalid

Professors in Practice — Policy,

. L Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Barriers, and Modernization

Professors in Practice — Improved

. Valid Valid Valid Valid Valid Valid Valid Valid
Detection and Response

Professors in Practice — Zero Trust
Architecture: How to Choose the
Right Model(s) for Your
Organization

Valid Valid Valid Valid Valid Invalid Invalid Invalid
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FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

Risk Management Framework for
Leaders (Professors in Practice Valid Valid Valid Valid Valid Valid Valid Valid
Series)

What is CDM and the DCM Agency

Dashboard? Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Zero Trust Pillar 1: Identity (Part 2) Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

Zero Trust Pillar 3: Networks Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

101 — Coding — 2017 no longer valid  Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

Delivering ChemLock 101 Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

101 - Reverse Engineering — 2017

; Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
no longer valid

Advanced Computer Forensics Valid Valid Valid Valid Valid Valid Invalid Invalid

Elections and IT Embrace your role

Valid Valid Valid Valid Valid Invalid Invalid Invalid
as a Manager

ISACA Certified Information Security
Manager (CISM) Prep — 2015 no Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
longer valid

(ISC)2 CISSP: ISSEP Certification

Prep Valid Valid Valid Valid Invalid Valid Valid Valid
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FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

Measuring What Matters: Security

Metrics Workshop Valid Valid Valid Valid Valid Invalid Invalid Invalid

Investigate

Cryptocurrency for Law

Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Enforcement

Cyber Security Investigations — 2015

; Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
no longer valid

How to Backup and Restore Active

. . Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Directories

How to Reset a KRBTGT Account

Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Password

Mobile and Device Security — 2015

. Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
no longer valid

Ransomware Overview Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Securing Systems: How to Create

L - - Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Application Allowlisting Policies

Securely Provision

CDM 202 Managing Configuration
Settings with the CDM Agency Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Dashboard
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FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

CDM 301 — Management Overview

of the CDM Agency Dashboard Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

DB Evaluations using
AppDetectivePro and dbProtect — Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
2016 no longer valid

FedRAMP — A Leader's Dashboard
for Compliance (Professors in Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
Practice Series)

Micro Learn: CDM Agency
Dashboard Videos

Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Root Cause Analysis —2016 no

. Valid Valid Valid Valid Valid Invalid Invalid Invalid
longer valid

Software Assurance Executive (SAE)

— 2013 no longer valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Static Code Analysis using Synopsis

Coverity - 2014 no longer valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

The Election Official as IT Manager Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

Analyze

Advanced Windows Scripting —
2015 no longer valid

Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
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Artificial Intelligence (Al) and
Machine Learning (ML)

Cisco CCENT Self-Study Prep — 2016
no longer valid

Cisco CCNA Security Self-Study Prep
- 2015 no longer valid

Cloud Computing Security

Cyber Awareness Challenge

Cyber Dark Arts

CyberEssentials

Demilitarized Zone (DMZ) with
IDS/IPS — 2013 no longer valid
DNSSEC Training Workshop — 2015
no longer valid

Don't Wake Up to a Ransomware
Attack

EC-Council Certified Ethical Hacker
(CEHV10)

Emerging Cyber Security Threats —
2010 no longer valid

Enterprise Cybersecurity Operations

Fundamentals of Cyber Risk
Management
Insider Threat Analysis

Introduction to Cyber Intelligence

Insider Threat Program Manager:
Implementation and Operations
Introduction to Threat Hunting
Teams — 2016 no longer valid
Introduction to Windows Scripting —
2015 no longer valid

IPV6 Security Essentials - 2015 no
longer valid

(ISC)2 (TM) CAP Certification Prep
Self Study - 2014 no longer valid
LAN Security Using Switch Features
— 2010 no longer valid

Network Layer 1 & 2
Troubleshooting — 2015 no longer
valid

v
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FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

Operate and Maintain

Network Security Valid Valid Invalid  Invalid Invalid Invalid  Invalid Invalid

Securing the Network Perimeter —

2010 no longer valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Sensors 101 for Traffic Analysts Valid Valid Invalid  Invalid Invalid Invalid  Invalid Invalid

Wireless Network Security — 2013

. Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
no longer valid

Advanced Data Packet Analysis Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

CDM PRIVMGMT: CA PAM for Chief

Information Security Officers (LT1) Valid Valid Valid Valid Valid Valid Valid Valid

CDM PRIVMGMT: CA PAM for
Information System Security Officer ~ Valid Valid Valid Valid Valid Valid Valid  Valid
(LT2)

CDM PRIVMGMT: CA PAM for

Security Operations Center (LT3) Valid Valid Valid Valid Valid Valid Valid Valid

CDM PRIVMGMT: CA PAM for

Agency Privileged Users (LT4) Valid Valid Valid Valid Valid Valid Valid Valid

CDM PRIVMGMT: CA PAM for
Agency Privileged Users (LT5)

Valid Valid Valid Valid Valid Valid Valid Valid
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FedVTE A+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ CASP+

CDM PRIVMGMT: CA PAM for

Network Operations Center (LT6) Valid Valid Valid Valid Valid Valid Valid Valid

CDM PRIVMGMT: SailPoint for

SailPoint Administrators (LT7) Valid Valid Valid Valid Valid Valid Valid Valid

CDM PRIVMGMT: CyberArk

Administrators (LT8) Valid Valid Valid Valid Valid Valid Valid Valid

Cloud Monitoring Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

CMaas Overview Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Cybersecurity Analyst Valid Valid Valid Valid Valid Valid Valid  Invalid

Deep DNS Valid Valid Invalid  Invalid Invalid Invalid  Invalid Invalid

Incident Response 101 Valid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid

Linux Operating System Security —

2013 no longer valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Offensive and Defensive Network

Operations — 2015 no longer valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid

Securing Internet- Accessible

Valid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
Systems

SQL for Traffic Analysts Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid
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Survival SiLK Series Invalid Invalid Invalid Invalid Invalid Invalid Invalid Invalid
TCP/IP Fundamentals for Network .0 /g Invalid  Invalid Invalid  Invalid  Invalid Invalid

Traffic Analysts
Thinking Like an Analyst Invalid Invalid Invalid  Invalid Invalid Invalid  Invalid Invalid



